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Introduction

All Classic OPC communication is based on Microsoft COM (Component Object Model) technology. COM
defines the rules for creating components within the Microsoft Windows operating system. DCOM
(Distributed Component Object Model) is an extension of COM that manages the connection between COM
client and COM server software. In managing this connection DCOM performs the marshalling and
authentication functions, as well as determining the communication protocol that will be used. In order to
achieve successful communication between OPC components, the security of the operating system and the
COM components must be properly configured.

The information included in this document will guide you through the process of configuring Windows
security to permit maximum connectivity.

Users often experience difficulties with OPC communication on Microsoft Windows 7 and Windows 2008
due to advanced security settings. This document describes how to configure these security settings to
allow OPC communication. This document also relates to Microsoft Windows 7 SP1 and Microsoft Windows
Server 2008 SP1.

communications. It is up the user to disable unused DCOM settings to prevent

C Note: This guide shows you how to enable all DCOM permissions for OPC
unauthorized access to their OPC server.

Who Should Use This Manual

This document is intended for all users having difficulties establishing communications between OPC
servers, clients, and related applications.

Required Software

This guide has been written and tested for all versions of:
e Microsoft Windows 7 Enterprise
e Microsoft Windows Server 2008
e Microsoft Windows Server 2008 R2

Overview of Manual

This document uses icons to highlight valuable information. Remember these icons and what they mean,
as they will assist you throughout the manual.

acknowledged. Failure to do so may result in the software not

C This symbol denotes important information that must be
functioning properly.

Font displayed in this color and style indicates a hyperlink to the
BOLD applicable/associated information within this manual, or if applicable,
any external sources.

This document consists of several sections and is structured as follows:
e Introduction - this introductory chapter.

¢ DCOM Security Settings - provides information about setting DCOM permissions to allow
communication between DCOM objects.

¢ Windows Firewall - guides you through the steps needed to disable the firewall, if required.

IMicrosoft Windows DCOM Configuration Guide 6
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e User Account Control - explains how user permissions are restricted, and how to ensure the
proper permissions are granted to programs.

e Session 0 Isolation - explains how services and applications are isolated from one another, and
guides you through the steps to circumvent that if necessary.

o Data Execution Prevention - guides you through the steps needed to disable the DEP, if
necessary.

e Local Security Policy - guides you through the steps needed to establish communication if you
are using workgroups.

e Limitations - outlines connectivity limitations.

References
This document references information found within the following documents/sites:
e http://www.matrikonopc.com

o http://www.opcsupport.com
e http://www.opcfoundation.org

Terminology

Table 1 provides a list of definitions for terms used throughout this document.
Term/Abbreviation Description
DCOM Distributed Component Object Model
DEP Data Execution Prevention
ACL Access Control Lists
UAC User Account Control

Table 1 - Terms and Definitions

IMicrosoft Windows DCOM Configuration Guide 7
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Contacting MatrikonOPC

The MatrikonOPC Customer Services department (www.opcsupport.com) is available 24 hours a day,
seven days a week.

Contact MatrikonOPC Support using the information below, or send an email
(support@MatrikonOPC.com).

For Monday to Friday daytime support requests, contact MatrikonOPC Support using the regional phone
numbers provided in Table 2.

Region Office Hours Contact Information

North America

8:00 am-5:00 pm +1-877-OPC-4-ALL
UTC/GMT -7 hours (MST) P
E Africa * +49-221- -77-

urope /Africa 9:00 am-5:00 pm 9 969 0

UTC/GMT +1 hours (CET) (Request OPC Support)
Australia/Asia * +61-2-4908-2198

9:00 am-5:00 pm
UTC/GMT +10 hours (AEST) (Request OPC Support)

* Toll-free regional numbers coming soon!

Table 2 - MatrikonOPC Support Regional Contact Information

IMicrosoft Windows DCOM Configuration Guide 8
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DCOM Security Settings

OPC uses ActiveX COM and DCOM to communicate, so we must set the DCOM permissions to allow
communication between DCOM objects.

Go to Start -> Run or use the Windows Key + R shortcut to launch the Run window.
Type in dcomcnfg and click OK.

In the Component Services window, navigate to Console Root -> Component Services ->
Computers by clicking on the arrow icons to the left of the headings. Right-click on My Computer
and select Properties.

4. On the My Computer Properties window, ensure that the following settings are properly
configured:
a. On the Default Properties tab (Figure 1):
i. The Enable Distributed COM on this computer option is checked.
ii. The Default Authentication Level is set to Connect.
iii. The Default Impersonation Level is set to Identify. The remaining boxes should
remain unchecked unless they were previously configured.

My Computer Properties &lﬂ

Default Protocols | COMSecuity | msDTC |
General | Options Default Properties

Enable Distrbuted COM on this computer
[] Enable COM Intemet Services on this computer
Default Distributed COM Communication Properties
The Authentication Level specifies security at the pachket level.

Default Authentication Level:
" [Connect -

The impersanation level specifies whether applications can determine
who is calling them, and whether the application can do operations
using the client’s identity.

Default Impersonation Level:
P | Identiy -

Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anonymous.

[7] Provide addtional security for reference tracking

Leam more about zetting these properties.

[ ok || cancel || Appy |

Figure 1 My Computer properties — Default Properties settings

IMicrosoft Windows DCOM Configuration Guide 9
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b. On the COM Security tab (Figure 2):

IMicrosoft Windows DCOM Configuration Guide

-~

My Computer Properties m

General | Oipti | Default Properties

Defautt Protocels | | COM Secuity | | MSDTC

Access Permissions

Launch and Activation Permissions

Leam more about setting these properdies.

You may edit who is allowed default access to applications. You may
also set imits on applications that detemine their own pemissions.

. Caution: Modifying access pemissions can affect the ability
i l; of applications to start, connect, function and/or run

gecurehy.

| Edtlmts.. | || Edit Defauk.. |

You may edit whao is allowed by default to launch applications or
activate objects. You may also set limits on applications that
detemine their own pemissions.

& Caution: Modifying launch and activation pemissions can
i l; affect the ability of applications to start, connect, function
and.or run securehy.

| Edtlmts.. | || Edit Defaut..

Figure 2 My Computer Properties — COM Security settings

Under Access Permissions click on the Edit Default button (Figure 3).
Add the following. Do not remove any others that may already be listed there:

1. Anonymous Logon (this must be added to the defaults in order for OPC
Enumerator to function correctly)

2. Everyone

3. Interactive

4. Network

5. System
Ensure that both Local and Remote Access are Allowed for all of the above.
Click on OK.

10
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vi.

Vii.
viii.

”
Access Permission M
Default Securty

GI‘OIJD ar user names:

5 SELF
51 SYSTEM
S INTERACTIVE

[ Add... ] [ Remove ]
Pemissions for Everyone Allow Dery
Local Access [l
Remote Access [

Leam about access control and permissions

Figure 3 Access Permissions dialogue

Under Launch and Activation Permissions (Figure 4) click on the Edit Default
button.
Add the following. Do not remove any others that may already be listed there:
1. Anonymous Logon
2. Everyone
3. Interactive
4. Network
5. System
Ensure that Local and Remote Launch and Activation are Allowed.
Click on OK.

IMicrosoft Windows DCOM Configuration Guide 11
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-
Launch and Activation Permission m
Default Securty |

GI‘DIJD ar User Nnames:

51 SYSTEM

.Etﬂdministlators (AB2BLTEVYQGY1 W Administrators)
S INTERACTIVE

[ Add... ] [ Remove ]
Pemissions for Everyone Allow Dery
Local Launch - [7] [l
Remote Launch - 7] O
Local Activation - 7] [
Remote Activation - [7] [l

Leam about access control and permissions

| ok || Cancel

Figure 4 Launch and Activation Permission dialogue

a. The Edit Limits (Figure 2) option in this tab applies machine-wide settings for Access
and Launch permissions. These settings are the same as the DCOM options in the Local
Security Policy, but are recorded in different Registry keys. Due to the fact that Windows
applies Local Security Policies with a higher priority than the Registry keys applied by
these settings, when the Local Security Policy Options for these configuration items are
set, the Edit Limits buttons will be greyed out or inactive.

When configuring the DCOM settings for your computer, if the Edit Limits buttons are active,
do not make changes here. The procedure for configuring the Local Security Policy Options
will negate these changes, and will be covered later in this document.

Note: Recent Microsoft Windows updates have changed this setting. If

your system has been updated to the latest level, all security and update
A patches applied, you must configure both the Local Security Policy options
described later in this document and these machine-wide Limits settings.

IMicrosoft Windows DCOM Configuration Guide 12
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5. The DCOM settings for each OPC Server object must now be individually configured. This serves
two (2) purposes:

a. It removes dependence on the Default settings for each server, and

b. It allows for permissions on each Server object to be restricted to only those who require it.

6. Under My Computer, open the folder labeled DCOM Config (Figure 5).

-
L -
#: Component Services

=E—)

. File Action

View Window Help

[ Conscle Root
4 %, Component Services
s || Computers
4 (& My Computer

tions

Event Viewer (Local)
& Services (Local)

1 COM+ Applica
|>|_"| DCOM Config
i+ ] RUnNing Processes

> || Distributed Transacti

‘2 Internet Explorer Add-on Installer
‘2 IPBusEnum

‘2 Just-In-Time Debugging Handler and CLR Remote Host

‘i-‘-’ LANDeskOfficeScan

‘2 Idavhlpr

‘i-‘-’ LDSystemEventCapture

‘2 LivePhotohcqHWEventHandler

d-'-’ LocationDisp

‘2 legagent

‘2 Machine Debug Manager

‘2 MapTrackData

‘2 Matrikon Data Manager

‘i-‘-’ Matrikon OPC Server for Simulation and Testing
‘2 MatrikonOPC Client for ODBC

‘i-‘-’ MatrikonOPC Funnel

"2 MatrikonOPC Server for DatalManager
d-'-’ MatrikonOPC Server for Genie

‘2 MatrikonOPC Tunneller ASE C5C

2 MatrikonOPC Tunneller C5C

2 MatrikonOPC Tunneller HDA CSC

‘2 MatrikonOPC Universal Connectivity Server
‘i-‘-’ McAfee SiteAdvisor Enterprise Service
2 mcGlidHost

‘i-‘-’ Mex25etup Class

2 MexMdeOutputProfile

& MeetingloinAx0C

‘2 MFCongestionController

2 MhegVM

‘2 Microsoft Audio Device Graph Server
‘2 Microsoft Block Level Backup Service
‘i-‘-’ Microsoft Document Explorer

4 I

2 Microsoft IMAPI
2 Microsoft Visual St
& Microsoft Visual 5t
‘i-‘-’ Microsoft Visual 5t
2 Microsoft Volume
& Microsoft WBEM A
2 Microsoft WBEM U
d-'-’ Microsoft Window
2 Microsoft Window
& Microsoft Window
2 Microsoft Window
2 Microsoft Window
‘i-‘-’ Microsoft Window
2 Microsoft WMI Pro
‘i-‘-’ Microsoft WMI Pro
2 Microsoft. Aspnet.§
d-'-’ Microsoft.VisualSty
2 Microsoft.Window
E MMC Application |
= MRSystem

& MSDAINITIALIZE
‘i-‘-’ MsRdpSessionMan
2 MSSHED

& MSTTS DecObj Cla
2 NAP Agent Service
2 Nap Elevated COM
2 naProductManage
B NCLUA

2 NDFAPI

‘i-'-’ netman

‘i-‘-’ netprofm

Actions
DCOM Config -
More Actions »

Figure 5 DCOM Objects List

T —————

7. To edit the settings for each OPC Server, browse to the OPC Server, right-click on it, and select

Properties.

IMicrosoft Windows DCOM Configuration Guide
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|

a. On the General tab (Figure 6), set the Authentication Level to Connect.

”
MatrkonOPC Server for DataManager Properties m

General | Location | Securty | Endpoints | Identity |

General properties of this DCOM application

Application Name: MatrikkonOPC Server for DataManager

Application 10: {ABD07EBD-EA3T-11D3-2DCD-0050DABS0273}
Application Type: Local Service

Authertication Level: [Cﬂnnect v]
Service Name: MatrikonOPC Server for DataManager

Leam mare about setting these propertiss.

| ok || cancel Apply

Figure 6 DCOM Settings — General tab

IMicrosoft Windows DCOM Configuration Guide
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b. On the Security tab (Figure 7):
i. Under Launch and Activation Permissions, select the Customize radio button.
Then click on Edit.

’
MatrikonOPC Server for DataManager Properties M

| General I Location | Security | Endpairts | Ident'rl}f|

Launch and Activation Permissions

(71 Use Default

Access Pemissions

(71 Use Default

IEI CUStomize h

Corfiguration Pemissions

(7 Use Default

Leam more about setting these properies.

oK || Ccancel Apply

Figure 7 DCOM Settings - Security Tab

ii. Add the following users:
1. Everyone
2. Interactive
3. Network, and
4. System. Anonymous Logon is not necessary for this permissions field.
iii. Ensure that all Users have Local and Remote, Launch and Activation permissions
Allowed selected. Then click OK.

IMicrosoft Windows DCOM Configuration Guide 15
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iv. Under Access Permissions select the Customize radio button. Then click Edit.

v. Add the following users:
1. Everyone
2. Interactive
3. Network, and

4. System. Anonymous Logon is not necessary for this permissions field.
vi. Ensure that all Users have Local and Remote Access permissions Allowed selected.

Then click OK.

C.

On the Endpoints tab (Figure 8), ensure that Connection-oriented TCP/IP is entered in the

list. To add this option, click the Add button, select Connection-oriented TCP/IP in the

dropdown list, and ensure the Use default endpoints radio button is selected.

’
MatrikonOPC Server for DataManager Properties

=X

| General | Location | Security | Endpoints | Identity |

DCOM Protocols and endpaints:

¥ Connection-orierted TCP/IP  if——

i Add i [ Remove ] [ Properties ] [

Clear

Description

Leam more about setting these properdies.

The set of protocols and endpoints available for use by clients of this
DCOM server. The system defaults entry indicates that the default
set of DCOM protocols and endpaints for the machine will be used.

OK | [ Cancel || Apply

Figure 8 DCOM Settings - Endpoints tab

IMicrosoft Windows DCOM Configuration Guide
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d. On the Identity tab (Figure 9), ensure that your server is running either System account
(recommended if the object is running as a service) or This user (recommended if the
object is running as an application); if This user is selected, please enter the username and
password of a user account with full Administrator permissions. It is highly recommended
that the Launching User identity not be used. Click OK to return to the Component
Services window.

P
MatrikonOPC Server for DataManager Properties m

| General | Location |Sec1.|r'rl}r | Endpnirrts| |dentity |

Which user accourt dao you want to use to run this application?

The interactive user.
The launching user.
(™) This user.
Idzer Browse...
Pazzword:

Confirm pazsword:

(@ The system accourt (services only). -ef—

Leam mare about setting these properties.

ok J[ Cancd [ Aeply

Figure 9 DCOM Settings - Identity tab

IMicrosoft Windows DCOM Configuration Guide 17
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Additional Security Notes

By setting the Identity to Interactive User it is necessary to remain logged on at this computer in order
for the application to run. This may represent a contradiction of your Company IT Security Policy. If this
software must be run as an application, it may be more effective to run as This user and provide
credentials for the application to use.

In order for the OPC server objects to be properly discovered by OPC clients, the OPC Server List Utility,

OPC Enumerator, must also be properly configured for DCOM. This utility is a COM server and must allow
connection and access by the clients as well.

IMicrosoft Windows DCOM Configuration Guide 18
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Windows Firewall

For Windows 7 and Windows Server 2008, the Windows Firewall is turned on by default. This software
firewall will prevent DCOM communication by blocking the remote calls that DCOM requires for such
functions as DNS name resolution, function calls and callbacks, to name a few. Exceptions can be made in
the firewall, either by application or by port humber. This process is described elsewhere, for example in
the Windows Help files. The issue is that DCOM requires such a wide range of ports be opened that there
are serious gaps left in the security of the system thus configured.

It is more effective to turn the firewall off, if permitted by your company IT policy. If not permitted,
contact your IT department and request permission to temporarily turn it off in order to troubleshoot the
system. To turn off the Windows Firewall, follow this procedure:

1. Go to Start -> Control Panel.

2. Double-click the Windows Firewall icon.

3. Select Turn Windows Firewall on or off on the left side of the window.

4. For the appropriate network location (generally the Domain network location settings), select the
Turn off Windows Firewall radio button.

User Access Control

In order to heighten security, an access list-based security measure known as User Access Control (UAC)
was implemented in Windows 7 and Server 2008. UAC limits the permissions granted to users by default
to a non-administrative user; in order to perform administrator tasks (such as accessing protected parts of
the filesystem), the user’s permissions can be temporarily elevated.

To force a permission elevation, you can right-click on an icon and choose “"Run As Administrator”; if the
launching user is not part of the Administrators group you will be prompted for administrator credentials.

As MatrikonOPC products require access to protected parts of the filesystem to perform certain tasks, we
strongly recommend using Run As Administrator to license MatrikonOPC software and run MatrikonOPC
configuration utilities. The MatrikonOPC servers themselves should not be affected by User Account
Control, as they do not need to modify the registry.

IMicrosoft Windows DCOM Configuration Guide 19
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Session 0 Isolation

In previous versions of Windows, all services ran in the first session on the machine (Session 0), and the
first user who logs on to the system will log into that same session. As this practice poses a security risk,
session 0 was isolated in Windows 7 and Windows Server 2008; the first user will now log into session 1,
second user into session 2, et cetera. DCOM communication can take place over session boundaries (and
therefore OPC communication); however Session 0 isolation can interfere with DDE communications (eg.
Passing data to/from Excel — a DDE server), as well as other protocols an OPC server uses that may
depend on 3™ party APIs.

As a general guideline, if you have an OPC client set to run as an application (and therefore as a given
user), any local OPC client (which may include the server-side component of OPC tunneling software)
should be running as the same user.

To register a MatrikonOPC program as an application:
1. Open the Run dialogue (Start -> Run...) and enter services.msc (Figure 10). Click OK.

rﬁﬁun ﬁ

== Typethe name of a program, folder, document, or Internet
—_ rescurce, and Windows will open it for you.
Open: SEMVICES.MSC -

ﬁ' This task will be created with adrinistrative privileges.

| 0K | ’ Cancel l ’ Browse...

Figure 10 Run dialogue

IMicrosoft Windows DCOM Configuration Guide 20
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2. Locate the program in the Services panel (Figure 11). If the Status is listed as Started, right-click
the server and select Properties. If not, please skip to step 5.

-
25 Services

o |

File Actien View Help
@& |[E = HE >»anp

|2 Services (Local) |

. Services (Local)
MatrikonOPC Tunneller S5C

Stop the service
Restart the service

Description:

Presents server-side component of
MatrikonOPC Tunneller, Acts as an
OPC Client connecting to local OPC
DA and HDA Servers and passing data
from and to client-side component
using TCP/IP.

Mame Description Status
. LAMDesk(R) Software Menitoring Service Monitors ap.  Started

S Link-Layer Topology Discovery Mapper Creates a M...

£ Machine Debug Manager Supports lo..  Started
atrikon Data Manager

.’.':é,- Matriken OPC Server for Simulation and T.. Started

£ MatrikenQPC Client for ODBC Started
atrikenOPC Funnel OPC Server.. Started

S MatrikenOPC Server for DataManager

’,ie:- MatrikonOPC Server for Genie OPC Server ...
atrikenQPC Tunneller A&E C5C Acts as an ..

£ MatrikenQPC Tunneller C5C Acts as an ..

% MatrikonQPC Tunneller HDA C5C Acts as an ..

I Q; MatrikenOPC Tunneller S5C Presents ser..  Started I
S MatrikonOPC UA Discovery Server Enablesa U... Started
.’,';JJ MatrikenOPC UA Server Enables a ... Started
S MatrikenOPC Universal Connectivity Server  MatrikonOP...  Started
i McAfee Framework Service Shared com... Started

» McAfee HIPSCore Service Provides M...  Started

. McAfee Host Intrusion Prevention Service  Host-based ... Started
.’,';JJ Mchfee McShield Mchfee On...  Started
Provides lo...  Started

.’.':é,- McAfee Sitefdvisor Enterprise Service

Startup Type
Automatic
Manual
Automatic
Manual
Manual
Automatic
Automatic
Manual
Manual
Manual
Manual
Manual
Automatic
Automatic
Automatic
Manual
Automatic
Automatic
Automatic
Automatic

Automatic

Leg On As

Lecal System
Local Service
Local System
Local System
Local System
Local Systemn
Local System
Local System
Local System
Local System
Local Systemn
Local System
Local System
Local System
Local System
Local System
Lecal System
Local System
Local System
Local System
Local System

-~

m

Extended j(\Standard/
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3. In the Properties dialogue (Figure 12) under the General tab, set the Startup type to Disabled and
click the Stop button under Service status. Click OK.

p,
MatrikonOPC Tunneller SSC Properties (Local Computer) [

General | Log On | Recovery | Dependencies |

Service name: MatrikonCOPC Tunneller 55C
Digplay name: MatrikonCOPC Tunneller 55C

Descrintion: Presents serverside component of MatrilkonOPC -
escription }Tunneller. Acts as an OPC Client connecting to local _

Path to executable:
"C:\Program Files f86)\Matrilon® 0 PCATunneller’.Server-Side Gateway™ Tur

Startup type: I Disabled s

Help me configure service starup options.

Service status:  Started

Start Stop Fause Resume

You can specify the start parameters that apphy when you start the service
from here.

Start parameters:

Figure 12 Properties dialogue

4. The service should no longer be listed as Started, and the Startup Type should now read Disabled.
If this is not the case, please repeat step 3.
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5. Open a command-line prompt (Start -> Run... “"cmd.exe”, no quotes) and navigate to the directory
containing the program’s executable file (Figure 13).

BN Administrater: CA\Windows\system32\emd.exe | = | (=] |&]

C:“Uzers~DIABLO>cd C:sProgram Files <{xB6>-Matrikon“0PC-Tunneller~Server—Side Gat
eway

C:sProgram Files (x#86>-Matrikon~OPC~Tunneller~Server—Side Gatewayrdir
Uolume in drive C has no labhel.
Uolume Serial Mumber iz 888B-8830

Directory of C:sProgram Files (x86>~Matrikon~0PC~Tunneller~Server—Side Gateway

Al-15%-2013 12:34 <DIR> -
Al-15%-2013 12:34 <DIR> .-
A6 A2-2011 B6:35 12,288 EventLogger.dll
6 82,2011 ©B1:16 897.824 lsapiw3z2.dll
6. 82-2011 O6h:38 769.536 BmsApiProxy.dll
12-87-2012 0O9:29 <DIR> security
A6 02-2011 BA5:44 832.512 S5HeuManager.exe
6 -82-2011 @1:24 2.545 Tunneller.indi
A1.-15-28013 @3:11 6,357 tunneller.log
A1-15%-2013 18:16 6.214 noeller 1o hal
A6 82,2011 @5:-44 1.828_ 752 iTunnellerServer.exe
8 File<s> 3,625,230 butes
3 Dirds)>» 494_.226.807.856 huytes free

C:sProgram Files (x86>)-Matrikon“~0OPCxTunneller~Server—Side Gatewayr_

Figure 13 Command-line prompt - locating the executable

6. Type in [filename.exe] —unregserver. This will unregister the program.
7. To register the program as an application, type in [filename.exe] —-regserver (Figure 14).
8. To register the program as a service, type in [filename.exe] —service.
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-

12:34
12:34
A6 : 35
Ai:16
A6 :38
ay:-29
A5 :44
Ai:24
A3:11
18:16
A5 :44
8 Filed(s>

BN Administrator: CA\Windows'\system32\cmd.exe

12,288
897.0824
769 .536

832.512
2.545
6,357
6.214

1,898,752

EventLogger.dll
lsapiwd2._dll
BmzApiProxy.dll
security
S8KeyManager.exe
Tunneller._ini
tunneller.log
tunneller._log._bak
TunnellerServer.exe

3.625.230 bytes

3 Dirdz> 484,.226.887.856 hytes free
k86~ MHatrikon~0PC~TunnellersServer—Side Gateway*TunnellerServe

C:“Program Filesz {x86>\Matrikon“~0PC:~Tunneller~Server—5ide Gateway*TunnellerServe

C:swProgram Files (x86>-Matrikon“0OPCxTunneller~Server—5Side Gatewayr

ESRERT)

Figure 14 Command-line prompt - registering the program
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Data Execution Prevention

Data Execution Prevention (DEP) is a set of hardware and software technologies that perform additional
checks on memory to help prevent malicious code from running on a system. In Windows 7 and Windows
Server 2008, DEP is enforced by hardware and software.
DEP will also prevent many installations from running, and has been known to cause other software
issues. Most MatrikonOPC software released since late 2006 will detect the DEP setting and, if turned on,
terminate the installation process.

Most MatrikonOPC software released since August 2009 no longer requires DEP

to be turned off. Please verify this by reading the release notes and user
manual for each application installed.

If the software has been installed with DEP turned on, the following steps must be performed:
1. Turn DEP OFF.
2. Restart the Operating System.
3. Uninstall the OPC software.
4. Reinstall the OPC software.

To turn DEP OFF, perform the following steps:

1. From your Start menu, right-click on Computer and select Properties.
2. On the Advanced tab (Figure 15), under Performance, click the Settings button.

System Properties ﬁ

P—
Computer Mame Hardwarel Advanced IS},'stern Protection I Hemntel

“fou must be logged on as an Administrator to makee most of these changes.

Pedfomance

Visual effects, processor scheduling, memory usage, and virtual memaony

Izer Profiles
Desktop settings related to your logon

Settings...

System startup, system failure, and debugging irformation

Settings...

Startup and Recovery

[ Environment Variables... ]

oK || Cancel Apply

Figure 15 System Properties dialogue
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3. In the Performance Options dialogue, on the Data Execution Prevention tab (Figure 16),
select the Turn on DEP for essential Windows programs and services only option. This is the
setting we refer to as OFF.

”
Performance Options u

Vizual Effects | Advanced | Data Execution Prevention

Data Execution Prevention (DEF) helps protect

threats, How du:ue_s it work#

(@) Turn an DEP for essential Windows programs and services
only

() Turn an DEP for all programs and services except those 1
select:

Add... Remove

Your computer's processor supports hardware-based DEP.

| ok || cancl Apply

Figure 16 Performance Options dialogue

4. Click OK. If you changed the setting, it will be necessary to restart the operating system.
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Local Security Policy

If you are using workgroups instead of domains the following steps may need to be taken in order to
establish communication. Please note these changes may compromise the security of your system - speak
with your network administrator if you have any concerns.

1. Navigate to Start -> Control Panel -> Administrative Tools -> Local Security Policy.

2. Navigate to Security Settings -> Local Policies -> Security Options (Figure 17).

3. Right-click on DCOM: Machine Access Restrictions... and select Properties, or double-click on
this option. Either method will open the Properties dialogue.

[ i Local Security Policy E@ﬂ‘
File Action View Help
5| A2EXE =
 Security Settings Policy : Security Setting -
4 —:g' Account F?Iicies 1| Accounts: Administrator account status Enabled
<3 Lfcal Po_lmes. \te| Accounts: Guest account status Disabled
’ —_5 Audit ?Dllq . lis| Accounts: Limit local account use of blank passwords to console logon only Enabled =
: __.5 User Blghts.ﬁ?\mgnment 1| Accounts: Rename administrator account HOMN.ADMIN
& Security Options
» || Windows Firewall with Advanced Seci tiq Accounts: Rename guest account Guest —
[] Network List Manager Policies 1) Audit: Audit the access of global system objects Enabled
. [7] Software Restriction Policies =5 Audit: Force audit policy subcategory settings (Windows Vista or later] to averride audit policy ca.. Enabled
. [7] Application Contral Policies | Audit: Shut down system irmmediately if unable to log security audits Disabled
> g IP Security Policies on Local Compute|[| 2 DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDL) syntax Mot Defined
- [ Advanced Audit Policy Configuration|[| & DCOM: Machine Launch Restrictions in Security Descriptor Definition Language (5DDL) syntax Not Defined
1) Devices: Allow undock witheut having te log on Enabled
1) Devices: Allowed to format and eject removable media Mot Defined
15| Devices: Prevent users from installing printer drivers Disabled
1) Devices: Restrict CD-ROM access to locally logged-on user only Mot Defined
1z Devices: Restrict floppy access to locally logged-en user only Mot Defined
l) Domain controller: Allow server operators to schedule tasks Mot Defined
1) Domain controller: LDAP server signing requirements Mot Defined
1z Demain controller: Refuse machine account password changes Mot Defined
._:fa Domain member: Digitally encrypt or sign secure channel data (always) Disabled
1 Domain member: Digitally encrypt secure channel data (when possible) Enabled
i) Demain member: Digitally sign secure channel data (when possible) Enabled
all il | P Namain memhber Nisahle machine account nassword chanoes Nizahled S

—
Figure 17 Local Security Policy dialogue
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|

4. Click on the Edit Security button.

-

DCOM: Machine Access Restrictions in Security Descriptor Def...@lg

Template Securty Policy Setting | Explain |

DCOM: Machine Access Restrictions in Security Descriptor
= Definttion Language (SODL) syrtax

If the securty descriptor is left blank after defining the policy setting in the
template, the policy setting will not be erforced.

Security descriptaor:

Figure 18 Machine Access Restrictions dialogue
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a. Ensure that the following Users/Groups are added and that all have Local and Remote
access allowed (this is the same as the Access permission configuration in the Default DCOM
settings):

i. Anonymous Logon
ii. Everyone
iii. Interactive
iv. Network, and
v. System
b. Click OK to return to the main security policy window.

”
Access Permission @Iﬂ

GI‘CIIJD ar user names:

5‘; Everyone

2 ANONYMOUS LOGON
53 INTERACTIVE

2 NETWORK

S SYSTEM

Pemissions for SYSTEM

Local Access
Remote Access

Leam about access control and permissions

| oKk || Ccancel

Figure 19 Access Permissions dialogue

5. Repeat this process for the DCOM: Machine Launch Restrictions... settings.

Note: These settings will supersede the Limits settings in the Default DCOM
Settings, as described in paragraph 4c of the previous section. Please refer to
the note on that section for relevance of Windows Update status to these
settings and those of the Machine-Wide Limits.
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6. Return to the Local Security Policy Options and select the Network Access: Let Everyone
permissions apply to anonymous users (Figure 20).

)

,
i Local Security Policy

File Action View Help

&= HEIXE 2 HE

i Security Settings

Policy Security Setting g
" —9‘ Account _P‘_)“des l2ig) Microsoft network server: Amount of idle time required before suspending session 15 minutes
“la Lj_)cal P:?-hcne? :ﬂ Microsoft network server: Digitally sign communications (always) Disabled
i __i S::rli‘:gorilt?nssignment 1) Microsoft network server: Digitally sign communicatiens (if client agrees) Disabled
= L2z Microsoft network server: Disconnect clients when logon hours expire Enabled

"4 Security Options

b 7 Windows Firewall with Advanced Seci 12s) Microsoft network server: Server SPN target name validation level Mot Defined
[ Network List Manager Policies 12s) Metwork access: Allow anonymous SID/Mame translation Disabled
(] Public Key Policies 1is| Network access: Do not allow anonymous enumeration of 5AM accounts Enabled

[ Software Restriction Policies 125 Network access: Do not allow anonymous enumeration of SAM accounts and shares Dizabled

[»

[»

i+ [7] Application Control Policies o) Metwork access: Do not allow storage of passwords and credentials for network authentication Disabled i
[ g IP Security Policies on Local Compute I._g, Metwork access: Let Everyone permissions apply to anonymous users I Disabled

[»

] Advanced Audit Policy Configuration|| L Metwork access: Mamed Pipes that can be accessed anonymously

1) Network access: Remotely accessible registry paths
1is] Metwork access: Remotely accessible registry paths and sub-paths
1z Metwork access: Restrict anonymous access to Named Pipes and Shares

System\ CurrentControl5..,
Systern\CurrentControl5...

Enabled

m

15| Metwork access: Shares that can be acces_sed anonymously Mot Defined
I".*‘ Network access: Sharing and security model for local accounts I Classic - local users auth...
log) Network security: Allow Local System to use computer identity for NTLM Mot Defined

1is| Network security: Allow LocalSystem NULL session fallback Not Defined
12s] Metwork Security: Allow PKUZU authentication requests to this computer to use online identities Not Defined

l2) Network security: Configure encryption types allowed for Kerberos Mot Defined
55 Network security: Do not store LAN Manager hash value on next password change Enabled
jﬁ Metwork security: Force logoff when logon hours expire Disabled
< L | C 2o Metwork securite: | AN Mananer authenticatinn level Mot Defined i

Figure 20 Local Security Settings - Network Access
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7. Double-click the setting to open the dialogue (Figure 21), and select Enable.

-

Metwork access: Let Everyone permissions apply to annnymnu...&lg

Local Securty Setting | Explain |

Ai! Metworl access: Let Everyone pemissions apply to anonymous
= LSErs

@ Enabled

(") Disabled

Figure 21 Network Access - Everyone permissions

8. Return to the Local Security Policy Options and select the Network Access: Sharing and
security model for local users.
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Tidat |

9. Double-click the setting to open the dialogue (Figure 22), and select the Classic - local users
authenticate as themselves option from the drop-down menu.

-~

Metwork access: Sharing and security model for local accounts.., M

Local Securty Setting | Explain |

j Metwork access: Sharing and security model for local accounts

[Uassic - local users authenticate as themselves -

Figure 22 Network Access: Sharing and security model dialogue

IMicrosoft Windows DCOM Configuration Guide 32



@ MatrikonOPC

10. Return to the Local Security Policy settings and select User Rights Assignment from the Local
Policies group. Double-click on the Access this computer from the network to open the dialog

for this setting.

-
i Local Security Policy

:Eg

File Action View Help

&= 25 =2 HE

i Security Settings
i+ 4 Account Policies
4[4 Local Policies

&[4 Audit Policy

& 4 User Rights Assignment

"4 Security Options
i [ | Windows Firewall with Advanced Sec
] Metwork List Manager Policies

[ || Public Key Policies
> || Software Restriction Policies
[ || Application Control Policies
[ @ IP Security Policies on Local Compute
i || Advanced Audit Policy Configuration

Policy

\-o| Access Credential Manager as a trusted caller
I'-“' Access this computer from the network I

1) Act as part of the operating system

o) Add workstations to domain

12| Adjust memory quotas for a process

1) Allow log on locally

1| Allow leg on through Remote Desktop Services
1o Back up files and directories

1) Bypass traverse checking

l7s| Change the system time

1| Change the time zone

1 Create a pagefile

lis| Create a token chject

1| Create global objects

[ Create permanent shared objects

12| Create symbolic links

1) Debug programs

1) Deny access to this computer from the network
lis| Deny log on as a batch job

1) Deny log on as a service

.EE] Deny log on locally

.EEI Deny log on through Remote Desktop Services

Frahle romnuter and nser accounts to he trusted for delenation

Security Setting

ASPMET, Administrators,...

LOCAL SERVICE,METWO...
Guest, Administrators, Us...
Administrators,Remote ...
Administrators,Backup ...

LOCAL SERVICE, METWO...
LOCAL SERVICE, Admini...
LOCAL SERVICE, Admini...

Administrators

LOCAL SERVICE,METWO...

Administrators
Administrators
HOMNADMIM, Guest

GLOBAL\Ops.Infra.Servi..
GLOBAL\Ops.Infra.5ervi...

»

m

Figure 23 Local Security Policy - User Rights Assignment

11. Ensure the Everyone and Users entries are added to this setting to allow access from the network.
Do not remove any entries already present.
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-

Access this computer from the network Properties m

Local Securty Setting | Explain |

Access this computer from the network

Administrators
ASPNET

Backup Operators
Everyone

|lzers

| Add User or Group... Remaove

Modifying this setting may affect compatibility with clients, services,
i and applications.
For more information, see Access this computer from the netwaor.
{21823655)

Figure 24 Network access properties dialogue
12.Your DCOM is now set up to accept all incoming connections.

Notes

e These settings will allow full access to your system. This is required to ensure connectivity.

e The security on your system has been set to its lowest state.

e Further configuration will be required to ensure that the security of your system meets with your
company’s Security and IT policies.
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Limitations

DCOM was developed to function in a specific environment where the following conditions applied:
1. All machines and users belonged to the same domain.
2. There were no firewalls enabled on any machines or network devices.
3. All communication media were highly reliable.
4. There were no bandwidth restrictions.

All of these were typical of a LAN setup in an average office environment; however this bears little
resemblance to the process control networks of today. Multiple domains, security-oriented IT policies,
geographically-dispersed data sources, and a multitude of other factors all make OPC communication
based on DCOM extremely complicated to configure while maintaining security.

Tunnelling technology can provide successful OPC communications across firewalls or domain/workgroup
barriers. Using a single TCP port to the remote computer, issues involving workgroups, domains, and
firewalls no longer hamper OPC communication. This allows you to establish OPC communication without
sacrificing security.

The MatrikonOPC Tunneller is one of our most popular products because of its ease of use, automatic
reconnection system, and time savings in implementation that it offers. Contact your Account Manager or
visit our website at www.matrikonopc.com for more information on this and other MatrikonOPC
solutions.
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